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1. Defining the receiving SMTP connector 
 

To do this, go to the Office 365 administrator section:  

 

 
From the “Admin Center” App, click on “Exchange” tab: 
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From “Exchange Admin Center” go to “mail flow” 

 

 
 

 

Then go to “Connectors” tab: 

 

 
Then click on the + sign.  
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Create a new connector:  

 

 
Name it:  

 

 
 

Authorize the Letsignit’s Ip: 52.226.140.66, 104.45.169.33, 40.90.242.172, 52.226.140.254, 

52.185.66.245 and 13.86.124.154 
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2. Create a send connector to Letsignit servers 
 

Create new connector from the tab:  

 
Choose this flow: 

 

 
In the next step name the connector at your convenience: 

 

 
 

We advise you to name the mail flow: ‘smtp-us.letsignit.com’. 
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The next step asks you “when” the connector should be activated. If you wish to use the SMTP 

connector for internal and external emails, follow the steps below:  

 

In the next step, indicate “who” Office 365 will send your mail flow to (you should enter: 

smtp-us.letsignit.com): 

 
 

You can add more smart hosts at your convenience to ensure a continuity of service. 
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In this next step, you should activate the TLS connector, like shown below: 

 

 
 

Finally, Office 365 will ask you to validate the scenario you have defined as well as to test the 

validation of the connection between Office 365 and your Letsignit solution. For this step, you 

must have done step 1 of this document. 
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3. Settings applied to the connector  
 

a) Modify the messaging format  

In order for Letsignit to read the content of the emails received from Office 365, email 

communications from winmail.dat should be avoided: https://support.microsoft.com/en-

us/kb/2487954 

 

To do this 

Go to the ‘Domain’ section of your Exchange Online and then to the ‘RemoteDomain’ section 

of your ‘Mail flow’ tab. Then, edit the ‘Default’ rule.  

 

 

  

Then, put the ‘User RTF format’ value to ‘Never’  

https://support.microsoft.com/en-us/kb/2487954
https://support.microsoft.com/en-us/kb/2487954
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b) Implement a connection filter  

Go to the connection filter interface:  
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Then, choose the filter connection:  

 

Using the + sign, add the following IP, one by one: 52.226.140.66, 104.45.169.33, 

40.90.242.172, 52.226.140.254, 52.185.66.245 and 13.86.124.154. Save. 
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c) Add a rule  

Now the connector is activated and configured, you must create a rule that will redirect the 

emails to it. 

To do this, go to “rules” (tab on the left):  

 

Next, add one and define it like shown below:  
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Where the name is chosen by you. The rule applies to the “recipient” which is 

“internal/external” then choose “in the organization”. 

You must add the following 4 exceptions:  

• The first and most important one is to detect if the email has already passed through 

Letsignit (choose “a message header…” then “corresponds to these text examples”) 

the values to be set are to be kept as they are.  

• The second consists of limiting the size of the email, according to the RFC. We ask 

you not to exceed 29 MB.  

• The third to exclude calendar notifications (choose “the message properties” then 

“includes the message type”).  

• The fourth which excludes empty senders (choose “the sender” then “the address 

corresponds to one of the following templates”). 

• Set the value "Envelope" in the "Match sender's address in the message" option at 

the bottom of the rule options. 
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4. The case of distributor’s lists created under local 

Exchange  
 

If you have a list of distributors or share mailboxes created under local Exchange and 

synchronized with Azure, Microsoft recognizes the potential problem in the delivery of mails 

to it. 

 

This is linked to the attribute that is modified. You must modify this value like explained 

below. 

 

The Microsoft link: https://support.microsoft.com/en-us/help/2723654/external-recipients-don-t-

receive-email-messages-that-are-sent-to-a-di 

Here are the values that must be changed if your infrastructure is local and not Azure:  

 
>Must replace the value ‘true’ 

 

This attribute will put the email in the distribution list in the return-path of expedited email.  

If you choose to modify the second attribute (ReportToManagerEnabled) it will ensure you 

that each distribution list to a declared manager because their email list will be in the 

Return-Path.  

 

Procedure to follow:  

 

Execute this command on your Powershell connected to your Azure tenant:  

 
 

If the result is different from 'null', please continue according to the origins of the distribution 

list concerned. 

 

Several cases:  

 

• The distribution list was created in a local Exchange, please execute this command 

on the Powershell connected to your local Exchange. 

  
• The distribution list was created directly in Azure. We have noticed that certain 

distribution lists can have this behavior.  

 
• The distribution list was created on a local AD, without the presence of Exchange. → 

This case will be the subject of an ancillary procedure requiring a schema extension 

to create these attributes. 

  

https://support.microsoft.com/en-us/help/2723654/external-recipients-don-t-receive-email-messages-that-are-sent-to-a-di
https://support.microsoft.com/en-us/help/2723654/external-recipients-don-t-receive-email-messages-that-are-sent-to-a-di
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5. Automatic absence response case  
 

If you have automatic responses activated, it is necessary to add a rule with a higher priority 

than the created transport rule for the redirection of emails.  

This rule should be configured as follows:  

Go to your Exchange Administration center.  

Click on the “Mail flow” menu and then, “Rules”  

 

You will find the previously created Letsignit transport rule, click on the ‘+’ to create a new 

rule.  

 

Then, fill in the ‘Name’ with the value that you wish to give.  

Click on the blue link “More options” at the bottom of the screen. 
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In the section “Apply the rule if...” choose “The message Properties” and then, “include the 

message type”. 

Choose “Automatic Reply” and validate.  
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In the section “Proceed as follows” choose “Modify the message properties” and then, “Set a 

message header” 

  

Enter the follow value in “enter the text”: X-LSI-Version and ‘version’: 1.0  

 

Then, save by clicking on the button at the bottom of the screen.  

 

Reassemble the auto reply rule over the Letsignit transport rule with the up-arrow icon.  
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6. Disclaimers configured in Exchange Online  
If you have a disclaimer, you can use it from Letsignit and deactivate it from your Exchange 

Online.  

 

To find out if you are using a disclaimer from Exchange Online, please type the following 

command in a Powershell connected to your O365 holder as administrator: 

Get-TransportRule | fl Name,ApplyHtmlDisclaimerLocationIf  

 

The result indicates that the disclaimer function is being used, we advise you to deactivate it 

and use the disclaimer function of the Letsignit Cloud provided for this purpose. 

 

 

7. Microsoft Planner and/or Teams logistics case  
 

By default, all the messages from Planner or Teams can be sent by mail and can be signed. 

To avoid this behavior, you must exclude the flow by adding an exception to the Letsignit 

transport rule that sends the emails to the outgoing connector.  

Here are the steps to take after you have connected your Exchange control panel, from the 

“mail flow” section and then, the “transport rule” section.  

 

Select the existing Letsignit transport rule and edit it.  

Then, click on “Add exception”.  

 

  Select from the scroll menu, “A message header...” then “matches these text patterns” 
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Complete the respective name in the header and the value with the following:  

Header name: X-MS-Exchange-UnifiedGroup-SubmittedViaGroupAddress 

Header value: /o=ExchangeLabs/ou=Exchange Administrative Group 

  

 

Then, save.  
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8. ‘Enable-OrganizationCustomization’ error  
 

If during the automatic procedure (via the website cloud.letsignit.com) or during a manual 

procedure you encounter the error: 

The command you tried to run is not currently allowed in your organization. To runthis 

command, you first need to run the command: Enable-OrganizationCustomization. 

+ CategoryInfo: NotSpecified: (Default:String) [Set-HostedConnectionFilterPolicy],  

InvalidOperationInD\u2026tedContextException 

+ FullyQualifiedErrorId: [Server=YQBPR0101MB2241,RequestId=2465bb42-aacb-4cc7-

8911-562e93ed8940,TimeStamp=9/20/2019 8:32:50 PM] [FailureCategory=Cmdlet-

InvalidOperationInDehydratedContextException]  

158D1C75,Microsoft.Exchange.Management.SystemConfigurationTasks.SetHostedConnecti

onFilterPolicy 

+ PSComputerName: outlook.office365.com 

 

The type in the following command in a Powershell connected to your O365 and 

administrator tenant:  

Get-OrganizationConfig | Select -ExpandProperty IsDehydrated  

If the result indicates that the feature is ‘disabled’ or ‘False’ then we advise you to activate 

the feature with the following command:  

Enable-OrganizationCustomization  

 

 

9. Annex: How to connect to Azure in PowerShell:  
Connect in Powershell to your Office 365 server: see the procedure here 

If not, you can follow the steps below:  

 

$UserCredential = Get-Credential 

Then, authenticate it with the Office 365 administrator account 

 

Next, enter the following command:  

https://docs.microsoft.com/en-us/powershell/exchange/exchange-online/connect-to-exchange-online-powershell/connect-to-exchange-online-powershell?view=exchange-ps
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$Session = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri 

https://outlook.office365.com/powershell-liveid/ -Credential *UserCredential -Authentication Basic -

AllowRedirection 

Finally, to finish the command, do the following: 

 

It is possible to validate the connection by going through the Get-Mailbox command.  

  

https://outlook.office365.com/powershell-liveid/
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10. Annex: How to set up the App password for 

automatic implementation  
 

This paragraph refers to the Microsoft Office support article: https://support.office.com/en-

gb/article/create-an-app-password-for-microsoft-365-3e7c860f-bda4-4441-a618-

b53953ee1183?ui=en-US&rs=en-GB&ad=GB 

If you use multiple authentications for the authentication of your user accounts, this may 

cause a problem when activating the feature. To solve this, you can create an application 

password on your Office Holder that will be used to authenticate without using the MFA 

(Multiple Factor Authentication), in this case go to the "My Account" section of your Office 

365 Holder. 

 

In the “Security and Privacy” section go to “create and manage app passwords”. 

 

You can create the app passwords in this section and use it when the app is connected via 

SMTP connector to your Office tenant.  

 

To use the newly created password, you must enter it in, instead of entering the original 

password for the account used.  

 

Example:  

Login: exemple@exemple.fr 

password: mdp123456 

Identifiers with the app password = 

Login: exemple@exemple.fr 

password: apppassword123456 

  

  

https://support.office.com/en-gb/article/create-an-app-password-for-microsoft-365-3e7c860f-bda4-4441-a618-b53953ee1183?ui=en-US&rs=en-GB&ad=GB
https://support.office.com/en-gb/article/create-an-app-password-for-microsoft-365-3e7c860f-bda4-4441-a618-b53953ee1183?ui=en-US&rs=en-GB&ad=GB
https://support.office.com/en-gb/article/create-an-app-password-for-microsoft-365-3e7c860f-bda4-4441-a618-b53953ee1183?ui=en-US&rs=en-GB&ad=GB
mailto:exemple@exemple.fr
mailto:exemple@exemple.fr
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11. Non-reception of internal user emails  
 

Context: In certain cases, the tenant user does not receive any emails coming from the same domain 

as theirs and that are directly addressed to them, but they do receive external emails or emails they 

are copied into.  

To correct this, you must apply the following Powershell steps, connected to your Office 

365/Exchange:  

Retrieve the ‘TransportConfig’ settings to see the settings for JournalingReportNdrTo  

Get-TransportConfig | fl JournalingReportNdrTo* 

Then force the value of the email delivery, by changing the value of this attribute. 

Set-TransportConfig – JournalingReportNdrTo “<>”  

 

At this stage, you must wait one hour or two for the modification to really be taken into account.  

You can do the test: write to the person concerned directly with the person as the only addressee.  

Microsoft sources:  

https://support.microsoft.com/en-us/help/2829319/transport-and-mailbox-rules-in-exchange-

online-or-in-on-premises-excha 

 

 

12. Memento – important information  
 

Here you can find all the important information for the annex operations.  

- User type for creating the connector & rules on Exchange Online:  

Exchange Administrator  

- SPF value to include in your existing SPF 

Include: spfcloud.letsignit.com  

- The Letsignit server DNS value to point to when sending your emails 

lsicloud-smtp.letsignit.com  

- Letsignit IP seen when email is returned (once passed through Letsignit) 

40.66.63.89, 40.66.63.90, and 40.66.63.91 for EMEA 

52.226.140.66, 104.45.169.33, 40.90.242.172, 52.226.140.254, 52.185.66.245 and 13.86.124.154 for 

US east and central 

https://support.microsoft.com/en-us/help/2829319/transport-and-mailbox-rules-in-exchange-online-or-in-on-premises-excha
https://support.microsoft.com/en-us/help/2829319/transport-and-mailbox-rules-in-exchange-online-or-in-on-premises-excha

